ITSA1001: Server Administration Fundamentals

WEEK 6 PRACTICAL:
INSTALL WINDOWS SERVER

2012 DOMAIN CONTROLLER

Dr. Vinh Bui
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Practical task outline

 |nstall Windows Server 2012 DC role
* Promote Windows Server 2012 to DC
 |nstall Windows XP/7 client

Join Windows client to AD domain

(you can watch provided video tutorial
for additional information)
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Check Current Server Roles

Manage  Toals Help

Add Roles and Festures

— e Rales and Features

WELCOME TO SERVER MANAGER

Acd Servers
B Local Server Create Serves Group
H& Al Servers Ar: Server Manager Properties
i aDDs
18 DHCP CLACK START
& Dns
B§ File and Storage Services b % :
3 al
WHATS NEW
Hide
LEAHN MRS

ROLES AND SERVER GROUPS

Robexd | Se Servers iotak 1
nm = o File and Storage
Wl sDDS 1 DHCP 1 2 DNS 1 iy 1
i 1 - ¥ Corvices
@ Manageability @ Manageabifity @ Manageability @ Manageability @ Manageability
Events Events Events Events H Eve
Services Services Services Services u Services
Parformance Perfarmance Parformance Performance Performance Performance
BPA results EPA results BEPA results BPA rasults BPA results BPA resuits
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Check Current Server Roles

Machine  \iew  Dewices  Help
= Server Manager

i

h Al This wizard helps you remove roles, role services, ar features.

i 4 To add rales, ra

fip Stai d Poles

& o Before you continue, verify that the following tasks have bean completad:
R A * Decidie if you want 10 save or delete role data

* Migrate role settings and data Lo ancther cerver
= Schedule downtime far affected services
= interruptions

* Notify uzers of peterdial =

To contimue, dick Mext Hide

File and Storage
1 iy ? £ 1
| Skip this page by default Sorvices
D Manageability
s Previnus | | Mewts — Concsl Everits B
SETVILES = @ Senvices u Services
Parformance Perfarmance Parformance Performance Performance | Performance
BPA results BPA rasuits BPA resulis BPA rasults BPA resulz BPA resuits
WE1/20T6 4:45 AM
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Check Current Server Roles

Machine Wiews  Dewices  Help
L Server Manager

Sebect @ server or o virtual hard disk from which to remove roles and features.

® Salact a sensar from the cenvar peel

) Sel=ct a virtual hard disk

Server Pool

Filter:

Hide

1 Computeris) faund

This page shaws servers that are runaing Windsws Server 2072 and that have bean sdded by using the

Add Servers command in Server Manager. Dffline servars and newly-added servars from which data 1 FN File and Storage 4
cellection 15 chill incomglate are not shown. Corvices
(D Manageability
< Previcus Newt > emove Cancel Events
e rces. SR Senvices u Services
Parformance Perfarmance Parformance Performance Performance Performance
BPA results BPA results BPA results BPA rasults BPA resubs BPA resuits
W21 20164:45 AM
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Check Current Server Roles

Machine Wiews  Dewices  Help
- Server Manager - g x

Tl r Manage  Toals

Ta remave one or mone installed roles from the selected = ar their check bowes

Dascription

Un-tick DNS Server role to allow
automatic DNS configuration

it bt ; | | == Filaand storage
: 1 L] ! £ 1
in Services
hility @ Manageatility
< Previcus MNewt = Cancal Evernis

SETVILES =1 vy = TR Senvices Services

Parformance Perfarmance Parformance Performance Performance Performance
BPA results BEPA results BPA rasults BPA results BPA resuits

— : 209 AM
2 ¢ AF22206-
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Add Active Directory Roles

Server Manager

WELCOME TO SERVER MANAGER

Local Server

Al Servers

DHCP

DNS CILACIC START

]
i=
s
&
L]

Filz and Storags Services

WHATS NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Robez3 | Se Servers iotak 1
A File and Storage

T8 DHee ¥ & DNS 1 Services o 1

@ Manageability @ Manageabiiity (B Manageability @ Manageavility
Events Events Events - Events
Services Services Services Services Services
Parformance Perfarmance Parformance Performance Performance
BPA results EPA results BEPA results BPA rasults BPA results
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Add Active Directory Roles

Server Manager

Add Roles nd Features Wizard

This wizard helps you istall neles, role services, or features, You determine which roles, role services, ar
features to install based on the compuling needs of your arganization, such as sharing decuments, or
hasting a website

To remaove roles, robe services, or fzatures:

rart the Remove Roles and Features ¥

zaud

Befare you contnue, verify that the following tasks have been compietad
* The Adminictrator ocount has a strong pasoword

= Netwark semtings, such as static P sddresses, are configured

* The mast cumment secunity updates fram Windows Update are installed

I you must verify that any of the pracading prarsn)
comiplete the steps, and then run the wizard again

have been completed, dose the wizard,

To contines, cick Next

Hide
Storage 1
| Skip this page by default
il (D Manageability
4 Previas N [ Cance| - Everits
s - e TR Services Services
Parformance Perfarmance Parformance Performance Performance
BPA results EPA results BEPA results BPA rasults BPA results
221 AN
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‘ = fl=0 7 [ 1A
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Add Active Directory Roles

5 Server Manager @ x

Manage  Toals

nd features an a nunning physical co
rmaching

# Role-based ar feature-based installation
Cenfigure a single sarver by adding roles, role services, and festures.

Remote Desktop Services installation

Imstall requirad rale services far Wirkual Deckise Infrastruciure (VDI to crete a virtual mashine-based
or session-based deskiop deployment,

Hide

Storage

(D Manageability

Cance| n Everits

SETVRES 1=} | ETVItES Services Services
Parformance Perfarmance Parformance Performance Performance
BPA results EPA results BEPA results BPA rasults BPA results

12172016 221 AM
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Add Active Directory Roles

Machine View Devices  Help
= Server Manager

Add Roles nd Features Wizard

i

h Al Select & server or o virtual hard disk on which to install roles and featunes.
fin ® Salact a sensar from the cenvar peel

:'(l":l o | Bel=ct & virtual hard disc

WA Server Pool

Filter:

Hide

1 Computeris) faund

This page shows servars that are runaing Windows Serer 2012 and that have bean added by using the
Ldd Servers command in Senver Manager. Offline sarvers and newly-added servars from which data Storage
cellection 15 chill incomglate are not shown.

(D Manageability

Cance| - Everits

= = pmne Services Services
Parformance Parformance Performance Performance
BPA results BEPA results BPA rasults BPA results

A/ 2172010 221 AM
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Add Active Directory Roles

5 Server Manager | x

Manage  Toals

(] Active Direct

[ App

Hide

Storage

(D Manageability

Cancsl n Evenits

< Previgus Blext >
T | 1T T TR Services Services
Parformance Perfarmance Parformance Performance Performance
BPA results EPA results BEPA results BPA rasults BPA results

12172016 221 AM

YICTORIAN INSTITUTE OF TECHNOLOGY
www.vit.edu.au

ITSA1001



Promote Server to Domain Controller

Manage  Toals

Bi=§ SERVERS
i

Bl servers | 1

B Dashboard

# Local Server b Configuration required for Active Directory Domain Services at WIN-123

B Al Servers

(A - wi

Filter 2

18 DHCP Server Name (P Address

DINS

WIN-1234 192.168.123.1 Online - Performance counters not started 4/21/207 38 AM Not schvated

2
B§ File and Storage Sdvices b

EVENTS

£ et | 12 fotal TASKS = |
e o R - -
Server Name D Sevenly Source Log ne

WIN-1234 1202 Eror  DFSR DFS Replication 4/21/2016 2:48:28 AM

WIN-1234 408 Error Micresaft-Windows-DME-Server-Service  DNE Server 4/21/2076 2:48:21 AM )
WIN-1234 408 Error Micresoft-Windows-ONS-Sener-Senvice DN Server 4/21/2076 2:48:21 AN i
WIN-1234 a4 Microsoft-Windows-ONE-Server-Senace DS Server 4721/2076 2:48:21 AM

WIN-1234 407 Error Microsaft-Windows-0ON 5 DINS Server 4/21/2076 2:48:21 AM

WiN-1254 404 Error M icrosaft: DG Sevver 42172076 2:48:21 AM

WIN-1234 1202 Error  DFSR DFS Benlication 421/,

SERVICES
A 2|13
Fitter o v
Server Nome  Dispiay Hame Semvice Mame Stz St Type
WIN-T234 Windaws Tome Stopped Manua [Triggered) E:
WIN-1234  Active Directory Web Services  ADW/S Stopped Disacded |

WIN-1234 Active Directory Domain Senvices Disailed
WIN-1234 Netiogon

WIN-1234 Distrkated Link Tracking Chent  TrkWWles

Wanuai

Automatic

WIN-1234 Intersite Messaging EmSery Dizabled

WIN-1234 DFS Namespace Runnina Automate

]

R R

YICTORIAN INSTITUTE OF TECHNOLOGY
www.vit.edu.au

ITSA1001



Promote Server to Domain Controller

= Server Manager x

= Dashyf X
# Local x
o ansef A Tesks| ot i

i

e
g

File arf Fiost-deployment Configuration Mot Sta.. Confiquraton nequired for Actve Directoey Do, Prome s this server o a domain..

TASKS = |
~
WIN-1234 408 Error Micresoft-Windows-DNE-Sener-Service  DNS Server 4/21/2016 2:48:21 AM )
WIN-1234 408 Error Micresoft-Windows-DN5-Sener-Service  DNS Server 421720716 2:48:21 AM 7
WIN-1234 a4 Microsoft-Windows-DN5-Sene DINS Server 4721/2076 2:48:21 AM
WIN-1234 407 Error Micrasaft-Windows-DNE-: DS Server 4/21/2076 2:48:21 AM

WiN-1254 404 Error M icrosaft:

indovrs-0N 5+ DG Sevver 42172076 2:48:21 AM

WIN-1234 1202 Error DFSR DFS Replication  4/21/2076 2.

2 AM

SERVICES
Al 2|13
Fitter o v

Server Nome  Dispiay Hame Semvice Mame Stz St Type

WIN-T234 Windaws Tome Stopped Manua [Triggered) E:
WIN-1234  Active Dirsctory Web Services  ADWS Stopped Disacded |
WIN-1234 Active Directory Domain Senvices Disailed

WIN-1234  Netiogon Manuz

WIN-1234 Distrkated Link Tracking Chent  TrkWWles

Automatic

WIN-1234 Intersite Messaging EmSery Dizabled

WIN-1234 DFS Namespace

I@

Runnina Automate

A e
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Promote Server to Domain Controller

Machina  View  Davices  Halp
L Server Manager
= Active Directory Domain Services Configuration Wizard

1l FA Manage  Toals

TARGET SERVER
WIN-T234.VTedu.ou

% Add a new forest

Specify the domain information for

Roat domain neme vik edu.au —

W B —

Hide
Ware about degioyment configurations - - ] Fila ..and Storage 4
Services
reits | Canced | anageablity Ct) Manageability @ Manageability [ G)

Tvents Events H Events n Ev

Services Services Senvices ‘ Services H Services

Parformance Parformance Performance Performance | Performance

BPA results BEPA results BPA rasults BPA results BPA resuits
‘.| szl e il Ib” i
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Promote Server to Domain Controller

Machine View Devices  Help

= Server Manager x
[ Active Directory Domain Services Configuration Wizard . r
| A Manage  Toal
o U Artre | & TARGET SERVER
1ain Lontroller U WIN-T2H4 NI Tedu.ou
Select functional level of the new forest and roat darmain
= Forest funclizreal lzvet [ Winclowes Server 2008
1 Domain functional lesel: Window |
ol i z e
4 Specify dormain contiolles capabldites
&

Hide
Canfirm password: -

Password: itSal1001
.
Mars about domain contralier options - - | = Fila .jand Storage 1
Services
< Frevious Mext » reta | Canced | anageablity Ct) Manageability @ Manageability [ @

Tvents Events H Events n Ev

Services Services Senvices ‘ Services | H Services

Parformance Perfarmance Parformance Performance Performance | Performance

BPA results BEPA results BPA rasults BPA results BPA resuits
= . aaTaM
‘.l il L

A5
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Promote Server to Domain Controller

Server Manager

All Servers Task Details

|
B2 Dashi s Active Directory Domain Services Configuration Wizard u | ASks v |
: = |
¥ local | More.. X
m Al TARGET SERVER | 1
WIN-1234 wi
i AD DY &
18 DHCF ¢ Clack 'Inskall’ to begin inskallstion e W | |
o ; s - |
ne=d to be validsted before Actve [ enices m installed on tha
" Flear corpine |
=
A Wimw resalis
WeRKST CrypIOgrapny AIGOMAMS Wiien SSTADIENINg SECu Anine Sessinns. =
For maore informati . se2 Enowiedge Bage article 942564 (httpy!
ga.micrasaft com = 10475 1),
. A delegation for this DNS server cannot be oreated becal & authoritative parent
ind or it does aot un Windows DNS server. I you are stegrating -
drastructure, you should marually cre = |
v b ensure reliable narma resobuts
domain “WIT eduau”, Otherwise, no action is requred, - o
@ Prerequintes Check Campisted
@ Al preraquisite chacks passed successfully, Click Tnetall to bagin installation = = = .
e ot While it install the
< Previows y
| w1234 402 Error DOl I Ialn ContrO”er,
| wWiN-1234 9203 Error d . h .
SERVICES p g p
T the client. DON’T
Fuiter el . o
CLOSE THE SERVER
WIN-T234  Windows Time Stopped Manual [Triggered) &
Mol R . R e 2012 WINDOW ]
WIN-1234  Active Directory Domain Services NTDS Stopped  Disabied
WIN-1234 Netiogon Netlogon Stopped  Manual
WIN-1234 Distrkated Link Tracking Chent  TrkWWles
WIN-1224 Intersite Messaging BmSery
WIN-1234 DFS Namespace Runnina_Automate

O
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Active Directory — Client installation

?‘ Oracle VM VirtualBox Manager

File Machine Help
T'_-w-' (\J_I.
o £
— '4; Eq_r} ) {3 Details | [2J Snapshots
New Settings Start Discard
[El General = preview 3
MName: Arch Clone
& Vinh-Win7-Base (Base) . Operating Systerc  Arch Linux (64 bit)
o (@) Powered Off [#] system
[647s] GMS1 (Linked Base for GNS1 and GNS4) Base Memory: 4096 MB
'i @ Powered Off Boot Order: Floppy, CO/OVD, Hard Disk
2 Acceleration:  VT-x/AMD-\ Nested Paging
641 GMNs2 5
L )74 @ Powered Off -
EEN,
i) Powered Off e
WILERC Display
{'\ GMNS3 10U VM Video Memory: 128 MB
LY @) Powered Off Remote Desktop Server:  Disabled
Video Capture: Disabled
54T GNs4
n @ Powered Off | storage o
Controller: IDE
=
54T server 2012 IDE Primary Master:  [CD/DVD] Empty
G Running IDE Secondary Master: [CD/DVD] Empty
Controller: SATA
SATA Port D: Arch Clone.vdi (Normal, 20.00 GB)
B Audio
Host Driver:  Windows DirectSound
 Controller:  ICH ACSY
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Active Directory — Client Installation

MName and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose will
be used throughout VirtualBox to identify this machine.

MName: |

|
Type: | Microsoft Windows - | E
- | :

version: | Windows XP (32t)

|ide Description| | mext | | Cancel

Make sure the
Version is set to XP
(32-bit). —

|

————
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www.vit.edu.au




Active Directory — Client Installation

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 192 MB.

y _ e

;
4 MB 32768 MB

Cancel

|
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Active Directory — Client Installation

?‘ Oracle VM VirtualBox Manager

ﬁ %r} ':§(> ; £=3 Details | (2J Snapshots

3

Vinh-Win7-Base (Base -
S7] @ Poweredort Hard drive

€T GNS1 (Linked Base for G If you wish you can add a virtual hard drive to the new machine. You can

= Powered OFf either create a new hard drive file or select one from the list or from another

b/ @ S location using the folder icon.

641 GMNs2 If you need a more complex storage set-up you can skip this step and make 3
B Ji= @ Powered Off the changes to the machine settings once the machine is created. =
@ GNs3 The recommended size of the hard drive is 10.00 GB.

Li7e @ Powered Off © Do not add a virtual hard drive

{-\ GNS3 IOU VM (©) Create a virtual hard drive now
(| @ Powered Off

(®) Use an existing virtual hard drive file - C——

EiER [biskft.vdi {MNormal, 5.00 GB) - | Ea\
L )7 @ Powered Off
E’j"‘ Server 2012 | Create '| |' Cancel |

G Running
| SATA Port O: Arch Clone.vdi (Normal, 20.00 GB)

B Audio

Host Driver:  Windows DirectSound
Controlier: ICH ACSY

S
VICTORIAN INSTITUTE OF TECHKOLOGY
ITSA1001 d
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Active Directory — Client Installation

?‘ Piease choose a virtual hard drive file

Organize = MNew folder

: Mame
Favorites

B Deskiop 4 Logs
U | Downloads Jl Smapshots
Recent Places 'l.i ¥Pvdi

ﬂ Libraries
. Documents
_E Music
. Pictures
ﬁ Videos

E Computer
usbsharel-3 (\nasle
usbsharel-1 fAMAST
. Local Disk [C:)

setup WMNASLE) (F:)
movies [VMASLE) (Y]
usbsharel-Z (\nasle

I

1

Iihi Metwork

1
File name:

Date modified

21/04/2016 747 P

Virtual Disk Image

Select XP.vdi from C:\Lab-Files

Size

(o8]
o
*

=
[5:]

w] iﬁ.ll virtual hard drive files (* vmd ~ |

ITSA1001
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| Open |'r| | Cancel
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Active Directory — Client Installation

ITSA1001

?‘ Oracle VM VirtualBox Manager

Eile

R
...J

f]

T

=]

E

FE
"l

O)

]
2
%

Maching

Help

{"’%_,E? ,:g>

New Settings Start

Discard

Arch Clone
@ Powered Off

Vinh-Win7-Base (Base)
@ Powered Off

GMNS1 (Linked Base for GN51 and GNS4)
@ Powered Off

GNS2
(@) Powered Off

GNS3
(@) Powered Off

GNS3 10U VM
(@) Powered Off

GNS4
(@) Powered Off

Server 2012
G Running

[El General

MName: Xp-2
Operating Systerc Windows XP (32 bit)

@ System

Base Memory:
Boot Order:
Acceleration:

128 MB
Floppy, CO/OVD, Hard Disk
VT=x/AMD-V, Nested Paging

' Display

20 MB
Disabled
Disabled

Video Memory:
Remote Deskiop Server:
Video Capture:

Storage

Controller: IDE
IDE Primary Master:
IDE Secondary Master:  [CD/DVD] Empty
& Audio

Host Driver:
Controlier:

Windows DirectSound
ICH ACST

P Network

= preview

£=3 Details

(2] Snapshots

3

XP.vdi (Normal, 10.00 GB)

YICTORIAN INSTITUTE OF TECHNOLOGY
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Active Directory — Client Installation

.@, General MNetwork
m System = .
B Display Adapter1 | Adapter2 | Adapter3 | Adapter4 |
Starage (V] Enable Network Adapter
B Audio Attached to: | NAT - |
\ Metwork I Name | v
£ Sserial Ports B Advanced
& use

Iﬂ Shared Folders

ok || cancel || Hep

|

————
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Active Directory — Client Installation

£ xp-2 - Settings

General MNetwork

Shared Folders

=

E System = .

il Adapter 1 | Adapter2 | Adapter3 | Adapter4 | |
Starage (V] Enable Network Adapter

B8 sudio Attached to: |"Internal Metwork v-| .

,L'é?] Motwaork ! Mame: | intnet] LY =
£ Sserial Ports B Advanced

& use

=

|-‘>0K | [ Cancel ]| Help

|

e oast
ITSAlOOl VICTORIAN INSTITUTE OF TECHKOLOGY
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Active Directory — Client Installation

* Go back and check if the installation and promotion
of your Server to Domain Controller is finished. If it
IS, shut it down.
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Active Directory — Client Installation

?‘ Oracle VM VirtualBox Manager

File Machine Help

?'j\%:} ':g {3 Details | [2J Snapshots

Settings  Start [nr.__..,_

3

62 %] Arch Clone [El General = preview
' a @ Powered Off
= MName: Server 2012
& Vinh-Win7-Base (Base) . Operating Systermc Windows 2012 (64 bit)
il @ Powered Off @ System
64Fs| GMS1 (Linked Base for GNS1 and GNS4) Base Memory: 2048 MB
'i @ Powered Off Boot Order: Floppy, CO/OVD, Hard Disk
2 Acceleration:  VT-x/AMD-\ Nested Paging
% GNS2 =
L )74 @ Powered Off
EEN,
i) Powered Off e
L @ Display
{'\ GMNS3 10U VM Video Memory: 128 MB
LY @) Powered Off Remote Desktop Server:  Disabled
Video Capture: Disabled
647 GNs4
n @ Powered Off Storage
-- = Controller: IDE
=E IDE Primary Master: [CD/DVD] VBox GuestAdditions. iso (61.55 MB)
LU IDE Secondary Master:  [CD/DVD] Empty
— Controller: SATA
uﬁ"' Xp-2 SATA Port D: W52012R2.vdi (Normal, 40.00 GB)
ﬂg @) Powered Off SATA Port 1: Disk 2.vdi (Normal, 5.00 GB)
SATA Port 2: Disk 3.vdi (Mormal, 5.00 GB)
SATA Port 3: Disk 4.vdi (Mormal, 5.00 GB)
SATA Port 4: Disk 5.vdi (Mormal, 5.00 GB)
e -
) e
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Active Directory — Client Installation

.@, General MNetwork
m System = .
B Display Adapter1 | Adapter2 | Adapter3 | Adapter4 |
Starage (V] Enable Network Adapter
B Audio Attached to: | NAT - |
\ Metwork I Name | v
£ Sserial Ports B Advanced
& use

Iﬂ Shared Folders

ok || cancel || Hep

|

————
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Active Directory — Client Installation

£ xp-2 - Settings

General MNetwork

Shared Folders

=

E System = .

il Adapter 1 | Adapter2 | Adapter3 | Adapter4 | |
Starage (V] Enable Network Adapter

B8 sudio Attached to: |"Internal Metwork v-| .

,L'é?] Motwaork ! Mame: | intnet] LY =
£ Sserial Ports B Advanced

& use

=

|-‘>0K | [ Cancel ]| Help

|

e oast
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Active Directory — Client Installation

e Start both the Server and Client boxes
e Join client to AD domain
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Active Directory — Client Installation

Recycs 3

B Hy Picturcs

P 1y computer

¥ cowalpared

BT adinisiratve Took
'.4 Network Connecons

% Printers and Faxes

- R,

. !Lngou .@"Y\gn cwmr.nznnn~

4 start e "L I8 A
[ i (@ o Right ctr

vV
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Active Directory — Client Installation

Recycs 3

[System Properties

] Windows uas the fellowting irfomation 1o ider
on the retwecr

Computer dascrption

Ful computar nams

Wergroun

rjoin = daman, cick Change

VICTORIAN INSTITUTE OF TECHNOLOGY
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Active Directory — Client Installation

Machine  View Desices Help

o 2

Ny Computer

v

Recyce 5n
computer Changea may affect 20064 to networs resoutes
Computer name

Ful computsr name
frour dhudert (D hers].

lember of
% Domet

|visdua

) Wodcgroup

wTstant

YICTORIAN INSTITUTE OF TECHNOLOGY
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Active Directory — Client Installation

Machine  View Desices Help

o 2

Ny Computer

v

Recycs 3

You can change the name and the menbersho of ths
computer Changea may affect 20064 to networs rescutes

Compuier nams
23595465

Ful computar name:
53595469,

Member of

e
Computer Name Changes

Enter the name and password of an account with permissian
o jon te doman.

Liser rame:

Passreard

YICTORIAN INSTITUTE OF TECHNOLOGY
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Your assignment task for this week

« Record date, time

* Record all configuration updates you have made to the
server during this practical tasks. Add screen shots to
highlight the changes.

— The screenshot should show your name/student ID
* Report any errors/warnings from the event viewer

* Record the server status at the time you have done
everything e.g. running normally or any observable issues.
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